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F5 WA EHEKSTEINE. B Radius iR

V10.1 fEE K S S g RAERBOT A TRKISE S, A AU sElE T radius
BEAT B B S ATIE S AL

JR I .

M S F5 RE8 S radius RS A EEATIELG, 193] radius X S IIER AR GEITECA
i RIER .

WIR B R IGAIE S, 64886, FH7E/var/log/secure,/var/log/aduit H &30 did 5tk M B
WER G IR, WFIA radius kRS #IR [BI R JE 14 CE AR Hh 25 06 RZVTAC ) remoterole, i
P& remoterole HE XK T F /' console/user partition PLEZXFR[] role (BRI &SN E K
guest,operator,manager 25 N B ] role FLFR), [FIRHEFAH R H &

WIR S 3G EERL, (HICVEIR BIVLEL K remoterole, B4 ffi B E radius B AT diE 5 1
“External Users” % B IR AL — R G ERIAN no access, RIERIIE T BRI 56 @ 1 025 11D 1)

BB Tk
—. F5 #HE
1. miii system-users SEHHEN TN, Jf i change, BIGIEN BN remote-radius

System » Users : Authentication

UserList Partition List Authentication

E o 38

Aut tion
Liser Directory Local \

Password Policy

Secure Password Enforcement I Disabled :

Password Memory ID—
Minimum Curation IU— days
Maximum Duration IW days
Expiration Warning I‘.r'— days

2. [t ek B D T B
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System »» Users : Authentication

¥r + | Userlist Partition List Authentication

Authentication
‘ Liser Directory IRemnte-MIUS |E|
‘ Server Configuration IF‘rimary cnly... |E|

Host | 192.168.1.200

Port: I 1812
Primary

Secret: I [T T ITITITT]

Cnnﬁrm:l [T T ITITITT]

External Users

Role IResnurce Administratan

Terminal Access Ihigpipe sheIIE

[Dancel] [Finished]

External Users

Role |Resnurce .Aﬂministratnrlz

Terminal Access |bigpipe shell |E|

[Cancel ] [Finished]

i

Server 4bH S radius RSS2 RS IP, W Z & MIAREN, R FS HHEED 1P 55UERS
ZHIBAE

Secret J& RIS 1G] key, 5 radius IR 55 a5 i v B 1 key AHIF]

External users #f43-fic B k44 4N FH 77 BT I 1) role J% shell FIZR o 13 B AN R RRAS IR IX 34890 9%
T shell FIETUAIE] . 10.0 FIRRAASCRFBCE tmsh /E1X B, 10.1 BIT].
3. Zb, FEAK P unfic B e, (HJE R EAFAEGE, RIERA Brf A R ae g 7
HHIFI role, SARSZPR TAEF & E A RZAA role I, R ZUSLEIA [H A 8UH
HEe AR role SRR, J5ikA WA

ALE F5 [ user FIRIIFTA SN P IR P 4, FRE— N E & HI role. M5 E M 4b
J2 radius IRZ i AN RE 2, radius RS 2855 T RN TTI0IE, A TR AU A H
KT

B.ffiHH b remoterole &L F5 _HCE AN [H HIH F A HA[F K role, F5 Y4 1E radius k5528
FF 3 5] Fy o 87 PP A R TS AR AE VLD [ attribute, T 525 3 DU S U] 23 BC X B ) role
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AL HiFAR B Jiidi. HAKK b remoterole Wi & LK 3.

.. RADIUS %5 #5 15 E
ANF AR B TN, ASCEL CISCO ACS 4.0 Al
1. Cisco acs “Z&ET7VAkMmE
2. FEE¥ service.msc fifx radius AR5 CL A 3l
3. A /Al Network configuration
1E AAA clients 18I F5 -

AAA Client Setup For

192.168.1.4
192 168:1:4 |
Aab Client IP Address
[
Key [111111
Authenticate Using |F<‘ADIUS {IETF}) j

r Single Connect TACACS+ AAA Client (Record stop in accounting on
failure}.

[T Log Update/watchdog Packets from this aas Client
[T Log RADIUS Tunneling Packets from this Aaas Client

[T Replace RADIUS Port info with Username from this Aaa Client

Submit Submit + Apply | Deleta | Delete + Apply | Cancel |

Clientip 315 F5 & B I3

THER key #r, EHE S5 F5 E—31 keyo

Ay submit+apply #252)E, 2 HBNEIF] network configuration F- 7L, 7E AAA servers
R —A AAA server & X:
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AAA Server Setup For

radius-server
Aph Server [P Address |192.168.1.EDD
Key [111111

¥ Log Update/watchdog Packets from this remote Ass Server

ABA Server Type |RaDIUS =l
Traffic Type |iﬂbuundfuuthnund j
Submit | Submit + Apply | Delate | Delete + Apply | Cancel |

—FETREER KEY #%y, S FS b — 30K E .
A7 submit+apply #2732

I, 1 network configuration H[] default proxy distribution tables #, ZH T FTHE AAA
SERVER #[$i% %% forwart to —F~%H

Proxy Distribution Table ?
Ghan?cter AbA Servers Strip |Account
5tring
doc-clone, tacacs-server,dc-win2003, radius-
{Default) S Mo Local
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Edit Default Proxy Distribution Entry

PA Servers Farward To

tacacs-sener
d i n2003
radius-senrer

acs

BB

Up | Cramwn |

Send Accounting Information |L|:u::al j

Subimit Submit + Restart | Cancel |

4. wWEHAPHEMNE
midi £ Group setup, AFREIEHFE N EL,

Group : |2: f5-radius-group |

Lsers in Group | Edit Settings | Fenarme Group |

FERUK 04T 1 I0% ORI L, AR MR 4 A — MU SR,
TH:
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Jump To
Group Settings : f5-radius-group

Access Restrictions

Group Disabled ﬂ

[T mMembers of this group will be denied access to the netwaork,

Dynamic User Caching ﬂ

[T Disable caching of dynamically mapped users.

Default Time-of-Day Access Settings ﬂ

00:00 06300 12:00 18:00 24:00

Mon

Tue
Wed
Thu
Fri

BRI N LI #) radius setting #7, T LLZISILABPTEBCE, Phit/ETE 18 B

|o.0.0.0

[ [01E] Login-Service

ITeInet j

" [016] Login-TCP-Part (0..65535)

V¥ [018] Reply-Message

fi-groupl ;I

AR EEWE, XEE RN T ik F5 & ILE —4 remoterole ],
HABEB A REFER A, 738 group K HE .

6. A P

=
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B M user setup , FIA—/ N4, 5 add/edit:

User Setup

User: mycisco

[T Account Disabled
Supplementary User Info E
Real Mame |
Description |
User Setup ﬂ

Password Authentication:

|Ci5|::|:|SE|:ure Database j

CiscoSecure PAP (Also used for CHAP/MS-CHARP/ARAP, if the
Separate field is not checked.)

Password I--------------
Confirm I
T
Password

" Separate (CHAP/MS-CHAP/ARAP)

Password I--------------
Confirm I
Tl
Password

When a token server is used for authentication, supplying a
separate CHAP password for a token card user allows CHAP
authentication. This is especially useful when token caching is
enabled.

Group to which the user is assigned:

ERAE A% account disabled, W ATA HAGAL G BARE I SND, A3 —FERIAT, R
EROPRFESAE, PEACHLE

Z Ik, ACS H L E e, IR,

INGE .

1. F5 JEH 7 AMESIE, A%, WE TRERIMEHE S role & sh BUR  (resource
administrator/bigpiple shell), ¥ 15 & 4141 remoterole

2. ACS WEANINE, ME T —14%N mycsco WA, FRE T —MEE B


http://www.myf5.net/�
http://www.adntech.org/�

www.myf5.net www.adntech.org lin jing

= A
1. 2 mycisco k5% 5% ssh 1 web
% 192.168.1.4 (1) - SecureCRT
AR wEE) EENV) EmO) a1 BEFEE) 18D EEiH)

HIRUA 2B EdHY 22

(1192 168.1.4| | 192.168.1.4 (1) |

Lazt login: Sat Jun & 04:41:33 2010 from 192, 168, 1. 100
bp>

Ssh XESRA5 2] FIRACR, RF A EOK, HAEA b shell,
@l BIG-IP® - v10-Litm.com (192.168.1.4) - S5 (Maxthon) 2.5.13

@ 5’ |J - <& ® & @ N 7 8 https://192.168.1.4/xui/

ey |i§ BIG-IP® - v10-Lltm.com (. % |9¢

-2 Administrator

6 § unit: Active

Overview s \Welcome

E o+ 2

E_E% Overview

Walramao

WEB &3%, fiis~ role N resource administrator , & %K.

2. ¥NN remoterole filE K override X4 HTERAL ] role, TEATAAT HHIANULI T Ay d:
[root@v10-1:Active] config # b remoterole role info myrole2 {attribute "Reply-Message=myf5"
console "enable" deny "disable" line order 2 role "administrator" user partition "all"}Myrole, &
M role 4%
Reply-Message=myf5 X &7E radius ¥ & [ H € X attribute
Console #B7r457E shell ) %%
Line order FKHFFIEC EAERCE SCHFMIIUT . F5 IRFA AL, 2 2058 —ANUCHC I A )
Uer partition 5 3 F F & #L,
A AL E 5SS, WLLH b remoterole list $Z7x:
[root@v10-1:Active] config # b remoterole list
remoterole {
role info {
myrole {
attribute "f5-tacacs-group=test"
console "tmsh"
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line order 1
role "administrator"
user partition "all"

}

myrole2 {
attribute "Reply-Message=myf5"
console "enable"
deny disable
line order 2
role "administrator"
user partition "all"

it iF
bigpipe remoterole role info <user group> attribute (<string> | none) console \
(enable | disable) line order <number> role <user role> user partition \
(<string>| none)
3. KA RIRECE RGN VR mycisco Mk P ESE, MIRARL, EIRZI A
BBR K tmsh FRIBLRR
% 192.168.1.4 (1) - SecureCRT
(R wEE) EFEV) ERO) FE(T) BEEES) T80 #81H)

HIRUA 2= EdHY ¢ =

(1192, 166.1.4| | 192.168.1.4 (1) |

Lazt login: Sat Jun & 06:20:61 2010 from 192,168, 1.100
mycizcobrli-1 (Active) (tmos)#

JEI !

@] BIG-IP® - v10-1.ltm.com (102.168.1.4) - Bz (Maxthon) 2.5.13

7 e l]-G @@ & 7 (8 hps/19216814/mif

7 |i® BIG-IP® - v10-Lltm.com (.. * |F

1.ktm.com Date: Jun
814

'fS § unit: Active
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FRECE K, MR

Bt 1:
www.myf5.net £ TACACS+hR 1 E ik !
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