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F5 X & EHKSTEEINE. BN Idap ik

v10.1 fEE HIK S (g T g — IR BT A TR KIS R, AN RISk T dap 2
(N e U SEUNTHEL TS

JR I .

MBS FS BES S Idap MRS ARUEATIER, B3] Idap X B HHESUERILE R .

U BRI E R, A48 %R, FF7E /var/log/secure,/var/log/aduit H &304 i sk 2k Wfs B
WER G IR, MR 1dap RSs4R [F 1) J& VEAE AR A FR 0 S ITEL T remoterole, #i
#& remoterole T E XTI ' console/user partition LA K XM role (B Z248 N & I
guest,operator,manager 25 & 1] role #FR), [AIRFidFAMHIH &

B B BeF @ I, (B TR B UTEL 1Y remoterole, A4 {3 FIBC B Idap {5 Fir 6 5 1 External
Users” ¥ B IR R G BRIAN no access, RIERIIEHL T B 36 I8 i th A% 1117 1] .

WE T
—. F5 ¥R ntE
1. #iii system-users SEHHEN TN, Jf i change, BIGIEN BN remote-ldap

System » Users : Authentication

M - | UserList Partition List Authentication

Aut tion

Liser Directory Local \

Password Policy

Secure Password Enforcement I Disabled :

Password Memory ID—
Minimum Curation IU— days
Maximum Duration IW days
Expiration Warning I‘.r'— days

2. [t ek B DT B i
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System » Users : Authentication

% - | UserList Fartition List Authentication

Authentication
User Directory | Remate - LDAP |E|
I Host | 192.168.1.200
FPort 389
Remauote Directory Tree | dc=fhdevice dc=com
Scope Sub
] I cn=admin,dc=f5de
Bind F’asswnrd:l M1l I
Confirm: I I
LUser Template | Lid=%s, ou=operator,dc=fSdevice dc-
330 IDisabIed :

External Users

Fole |Resnurce Administrator E

Terminal Access |bigpipe shell |E|

[Cancel] [ Finished]

External Users

Role |Resnurce .Aﬂministratnrlz

Terminal Access |bigpipe shell |E|

[Cancel ] [Finished]

FA R <

host 4bH S Idap A5 a3 is I1P, JF & FS M HLO 1P S5I0UE RS #8815

remote directory tree: f§5E Idap 5% F5 K-S 7EMEAS H M, Flanin S P asfe
ou=f5,dc=fSdevice,dc=com T, MiX B 1] PIIHS ou=f5,dc=f5device,dc=com. F5 7E BINDrequest
HEZIHPE, BERXANHEFRT X filter BRMIKS, Idap 55 2R BRI JE L.
F5 R ATAR 95 J&8 Pk B i — 28 58 ORCHE remoterole. EEIRGIAF, 3% F5 KIH & AE
dc=f5device,dc=com FHIZ > ou B, FrlHHIES dc=fSdevice,dc=com RI [,

Scope: - 1E scope FITHi & 176 H P ke &R K 5 & TR A7AE
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-Sub, ERE F5 41E remote directory tre IX/N H & N FTHE T H & filter T &k IK-5 .
Uik 1 XUELAE remote directory tree FHIZANZEIRF, NiZEHE sub

-one, EME F5 ¥ REE remote directory tree IXMHFE TFHIK S, AR THZE.

-base, WEFIXANTH H ¥ FEL F5 KL IR RAEARURAT R H 531 base object (BIND H1
BCE 1) DN [ base directory) HEZ

BIND: F5 F| X B & X DN 5 Idap &7 BIND, BIND %3 /5 F5 7E |dap 2 &5
WREF| |dap iR BTN EYE, #%E F5 BRRKE— bindrequest PLIGIEATHEAZ 114
CBRINIASCAE S . — X LA E — A Idap AR P RIR], @A E Idap & EE K5 .

User template: F1 BIND #i5> FLJF, BN FS B HIZLHA SR A ER%s WA EE, HEHGR
K5 ] Idap server JXtZ BINDrequest & L Z(LIEHE (AT AR fFAIX /2 —Fh BIND) . WIHIX
LA ) BIND 873 B4 B 4 !

i template, N NIRRT JHIR, R P RZAET MR ERE ST, WSS

External users #1543 FC & B 4K FH 7T FH 1) role Bz shell FRIZR 5 o YA 78 AN [ RRCAS (103 #4055
T shell FIETUAIE] . 10.0 FIRRAA SCRFACE tmsh /EIX B, 10.1 BIT].

3. Zb, FEA P UL E ST, (HJE RRECEAFIESRAE, RIGRAE BrA S R me g
FHIF ] role, EARSEFR TAEF & EHRZ AN role (IH /T, R ZUSLBIAS R FH - 8UH P
HLEEE AN role BUBR, 7L HFh:

ALE F5 1) user FIRIIFTA SN P IR P 4, FRE— R E & HW role. M7 LRI EF4b
/& ldap k%5 i A FRE 4L, 1dap IRF5485F T RATTIRUE, AN RIS A K
pEi

B.fffH b remoterole 41t F5 FFCE A KM P AHEHEA R role, F5H41E Idap IRk5%5 4%
JiFr 3% 5] FRy o 87 PP A R TS AR AE VLD [ attribute, T SR 3 DU AL U 23 BC X B2 ) role

AL HEAk B Hid. HAKK b remoterole W[4 & WL K 3.

.. LDAP k%28 E
ANF A BT EANE], ASCEL openldap A%
1. Openldap %75 1EmE, M H 111% openldap A windows i (1]
2. B E openldap HIACE SCHF slapd.conf, K6, EEAOES:
# 0x4161 (16737 = 0x4000sync + 0x100stats + 0x40config + 0x20filter + 1trace)
loglevel 16928

password-hash  {MD5}

require LDAPv3
pidfile ../var/run/slapd.pid
argsfile ../var/run/slapd.args

logfile ../var/run/slapd.log
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threads 4
sizelimit 500
tool-threads 1

include ../schema/core.schema

include ../Jschema/cosine.schema
include ../schema/nis.schema

include ../schema/inetorgperson.schema

#¥ s FI ) include MiZEVELS, SN uid JB@ 1 AT RETCHEE SRS, 1 FS KRBT
F uid, A cn

access to attrs=userPassword
by anonymous auth

by self write
by * none
accessto *
by self write
by * read
database bdb
dbnosync
dirtyread
cachesize 10000
suffix "dc=f5device,dc=com"
checkpoint 4096 15
rootdn "cn=manage,dc=f5device,dc=com"
rootpw manage
directory ../var/openldap-data
index objectClass eq,pres
index cn,sn,uid,mail eq,sub,subinitial,subany

3.JCE A Idif SCFLMERA Idap 1, Tl — Ml ’E T2 M2 A4
dn: dc=fbdevice, dc=com

dc: fbdevice

ou: fbdevice Dot Com

objectClass: dcObject

objectClass: organizationalUnit
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dn: cn=admin, dc=fbdevice, dc=com
userPassword:: ¢2V;jcmVO0
description: LDAP administrator
objectClass: simpleSecurityObject
objectClass: organizationalRole

cn: admin

dn: ou=operator, dc=fbdevice, dc=com
ou:. operator

objectClass: organizationalUnit

dn: uid=mycisco3, ou=operator, dc=fbdevice, dc=com
userPassword:: MTExMTEx

uid: mycisco3d

objectClass: inetOrgPerson

sn: myciscod

cn: mycisco3d

dn: uid=mycisco4, ou=operator, dc=fbdevice, dc=com
userPassword:: MTExMTEx

uid: mycisco4

description: operator

objectClass: inetOrgPerson

sn: mycisco4

cn: mycisco4

dn: uid=mycisco base, dc=fbdevice, dc=com
userPassword:: MTExMTEx

uid: mycisco base

description: operator

objectClass: inetOrgPerson

sn: mycisco4

cn: mycisco base

dn: ou=guest, dc=fbdevice, dc=com
ou: guest

objectClass: organizationalUnit

dn: uid=mycisco_guest, ou=guest, dc=fbdevice, dc=com
userPassword:: MTExMTEx

uid: mycisco guest

ou: guest

description: guest


http://www.myf5.net/�
http://www.adntech.org/�

www.myf5.net www.adntech.org lin jing

objectClass: inetOrgPerson
sn: mycisco guest

cn: mycisco guest

W EIRE B — N5, 1di 3, RETH sldapadd #5432 A
slapadd -1 fb. 1dif

SR JE AT LUE A Idapsearch SRESIEAS 75 7] DL AL 1 -
Idapsearch.exe -x -b "dc=f5device,dc=com" uid=mycisco4
RLiZIR BN N E R, RIREI):

# extended LDIF

#

# LDAPvV3

# base <dc=f5device,dc=com> with scope subtree

# filter: uid=mycisco4

# requesting: ALL

#

# mycisco4, operator, f5device.com

dn: uid=mycisco4,ou=operator,dc=f5device,dc=com
objectClass: inetOrgPerson

uid: mycisco4

cn: mycisco4

sn: mycisco4

description: operator

# search result
search: 2
result: O Success

# numResponses: 2
# numeEntries: 1

IR LLFIH Idap browser X AN AL T H SR IGUE AR 588 /& 15 1B % TAE:
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& LDAP Browser‘\Editor v2 8.2 - [1dap: ff192_168.1_ 200/ dc=f5device, de=com]
File Edi ¥Yiew LDOIF Help

[Bj[e]8]8|[n]4]s][~][z/a][a]s)

] de=fadevice, de=cam : Atribute |Va|ue
D ch=admin : de fadevice
® [ ou=operatar “lou fadevice Dot Com

“lobjectClass  deObject

= = i ?
[ en=mytisco slobjectClass  organizationallinit

[ cr=mycisco2
&= ] uid=rmycisco?
[ vid=mycisco3
& ] vid=myciscod
[ vid=rmycisco_base
@ ] ou=guest
[y vid=mycisco_guest

Ready. L

wnLLE RS I RS S B B, Idapadd,ldpmodify,ldapdelete 74 .

INGE .

1. F5 JEH 7 AMESIE, A%, WE TRERSMEHE S role & sh BUR  (resource
administrator/bigpiple shell), ¥ 15 & 4141 remoterole
2. Ldap A& EZH i slapd.conf SCAFRCE, PAAAHIA AT DLIE A&

=. Ak
1. 22303 H mycisco K5 &% ssh fil web
% 192.168.1.4 (1) - SecureCRT
R EEE) EEN) EmO) FET) BEE) LR EEEH)

HVRIE 2BRA S EHY T
| 192, 166.1.4| | 192.168.1.4 (1) |

Lazt login: Sat Jun & 04:41:33 2010 from 192, 168, 1. 100
bp>

Ssh SR8 LR ROR, fFE 2K, 3N b shell.
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| BIG-IP®E - v10-Litm.com (192.168.1.4) - §iff(Maxthon) 2.5.13

@ 5’ |J - <& ® & @ N 7 8 https://192.168.1.4/xui/

ey |i & BIG-IP® - v10-Lltm.com (.. X |5F

ce Administrator

6 § unit: Active

Overview s \Welcome

E_E% Overview I~

Walramao

WEB & 3%, fiis~ role N resource administrator , & %K.

2. ¥¥N remoterole filE K override X4 HTERAA 1] role, TEATAAT HHIANUWI T A d:
[root@v10-1:Active] config # b remoterole role info myrole2 {attribute "description=operator"
console "tmsh" line order 2 role "administrator" user partition "all"}  Myrole2 & X ] role %4
=
description=operator X/ &7E Idap H & B 1 F I — AN @ v
Console #B7r457E shell 4] BiEE
Line order FRHFFIEC EAERCE SCHFRIIUT . F5 IRFH AL, 2 3058 —ANUCHC I A )
Uer partition 5 72 F & #L,
A AL E )G, LA b remoterole list $E7x:
myrole2 {

attribute "description=operator"

console "tmsh"

line order 2

role "administrator"

user partition "all"

i 4 -

bigpipe remoterole role info <user group> attribute (<string> | none) console \

(enable | disable) line order <number> role <user role> user partition \

(<string>| none)

3. Hf FIARCE R GER, ] myciscod 1K/ 8, UERAN, BEIS ROZ A E P AR
K tmsh [FIALFR
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TS 192.168.1.4 (1) - SecureCRT - ’
MR RE(E) BNV ERO) =) BEERE) I80L)  #EH)

HIRUA 2= EdHY ¢ =

(1192, 166.1.4| | 192.168.1.4 (1) |

Lazt login: Sat Jun & 06:20:61 2010 from 192,168, 1.100
mycizcobrli-1 (Active) (tmos)#

3| BIG-IP® - v10-Lltm.com (192.168.1.4) - Bl (Maxthon) 2.5.13

9> Gall-Q 9OFQ@ G 7 S htes/192.168.14/i

2 | (D BIG-IP® - v10-Litm.com (.. X | HEMMESLE R, . |

FLACE SR, M.

Bt 1:
www.myf5.net 2 F TACACS+. radiusfit % & J7ik!
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