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F5 REEHEKSZEIANE. B2 TACAS+HhiR

V10.1 R BIIK SR Gt W ERBUS A TIRKKIR S, AT R seE T tacas+
BEAT B B S AIE S AL

JR I

M ERES F5 RS tacas+RSS AT, 193 tacas+Xf SR ISIEILE R GEIdEA

i RIWER .

USRS IR R M, FEZE 5T, FH7E /var/log/secure,/var/log/aduit H &A% 2R S B

WER SR, WA tacas+ k25w 1k [R ¥ J& 1 75 A< 25 56 RZUU AL ) remoterole, Hi

#& remoterole W) E XK T )" console/user partition DAJXIRif role (B &% N B 1K)

guest,operator,manager 25 & 1] role tFR), [FRFidRAMHICH &

RS HIAEEN, ELEELBICE K remoterole, B4 AL E tacas+H i Fr i & 1
“External Users” ¥ B AL --- RGEERIA A no access, RIERIAE L T BIAES6F 8 i AR 1k D7 ).

BB Tk
—. F5 B ntE
1. fiii system-users SEHHEN T, JIF M change, XGRS BN remote-tacas+

System » Users : Authentication

UserList Partition List Authentication

E o 38

Aut tion
Liser Directory Local \

Password Policy

Secure Password Enforcement I Disabled :
Password Memory ID—
Minimum Curation IU— days
Maximum Duration IW days
Expiration Warning I‘.r'— days

2. [t ek B D T B
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System = Users : Authentication

Iser List Partition List Authentication

Authentication

User Directary | Remate - TACAC S+ |E|

Configuration: I-"’*'Cl'*-fE”w’?id :

| Add
192 168.1.200 -

Servers

Secret | sssssssna

Confirm Secret | TTITTITIIIY

Encryption m

I Semnice Mame | ppp

Protocol Mame | ip

Authentication |Authenticate to first server |E|

Accounting Information | Send to first available server |E|

Cebug Logging m

External Users

Role |Resnurce .Administratnrlz

Terminal Access |bigpipe shell |E|

[Cancel ] [Finished]

FA R <

Server {EE tacacs+k 5548 IR%S 1P, WG 2 G WIFEN, A& F5 ARHE RO 1P SI0UER S
A IEAE

Secret JEIHAE % key, 5 tacas+R55 a4k B E 1) key FH[H

Encryption ERVUEJE A, MSEHEZEH, B4 LM key MIAERIMEH, FEFZXHERE
BRI A B — 8, RIBL AN B AMAINE . FAEEREH, EEE T O T 0EE
tacacs+[¥If, FRILSLICH 1IN Thae.

Service name , 1H5 TACAS+R5 4 i B IR SS A FR, —MRIGHL N HZ BRI ppp, BIA
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tacas i T N HABAR S 34T IGE . XS T F5 X BLIH ppp.
Protocol name , EE XN ARG BT BB, R0 T /2 ip, X T F5 BiiZ3E IP

External users #1543t B k44 4MEE FH 7 BT FI ) role J% shell FIZR o 13 B AN R RRAS R IX 35890 9%
T shell FIEIIAE . 10.0 FIRAASCFFECE tmsh /EX B, 10.1 BIF]

3. B, AR PSR E TSN, H2 LIRREAAERME, RIS BT a s - A8 R ge g 7
FHIE ] role, SARSEFR TAEF & EHRZ AN role I/, R ZSLBIAN A FH - 8H
EEE AN role BUBR, 7L #Fh:

ALE F5 [ user FIRIIFTA SN P IR P 4, FRE— N E & HI role. M5k b
JE tacacs+ S5 AN B4, tacas+iR 54556 T RATTINIUE, ARSI HAL, B A
K AT

B.f# ] b remoterole fiv4&7E F5 HCE A [E I H 7 A A FI role, FSKETE tacas+iik 55 4%
JiFF 3 5] Fr 87 oh A 3R TS AEAE DL AC ) attribute, 30 SR 3 DU AL ) 23 BC X B ) role

AR B 7iE. BALHI b remoterole W1 1% B LN 3.

. TACASHIRF#H L E
AFERABCE TR, A3CEL CISCo ACS 4.0 Al

1. Ciscoacs ZHEEME

2. Kot service.msc Hfifx tacas %5 CLA 3l

3. 4TJF acs & HI G, & i /£l interface configuration , 7E H B A M AT A
TACAS+(CISCO 10S), ikl N HE


http://www.myf5.net/�
http://www.adntech.org/�

www.myf5.net www.adntech.org lin jing

TACACS+ (Cisco)

TACACS+ Services E
W  PPRPIP
T PPPIPX
T PPP Multilink
T PPP apple Talk
T PPP YPDN
[0 PPPLCP
T ARAP
¥  Shell {exec)
[T PIx Shell (pixshell)
[0 SLP
Mew Services
Setrvice Protocol
ro |
ro |
Advanced Configquration Options E
W advanced TACACS+ Features
¥ Display a Time-of-Day access grid for every TACACS+ service where you
can override the default Time-of-Day settings
¥ Display a window for each service selected in which you can enter
customized TACACS+ attributes
¥ Display enable default {Undefined) service configuration

4. g/l Network configuration
7E AAA clients DI F5 -


http://www.myf5.net/�
http://www.adntech.org/�

www.myf5.net www.adntech.org lin jing

AAA Client Setup For

v10
192.1658.1.4 |
ads Client IP Address =
key |
Authenticate Using ITﬂCACS+ (Cisco IOS) j

r Single Connect TACACS+ AAA Client (Record stop in accounting an
failure}.

¥ Log Update/Watchdog Packets from this Aas Client
[T Log RADIUS Tunneling Packets from this aaa Client

[T Replace RADIUS Port info with Username from this Aaa Client

Submit | Submit + Apply | Delete | Delete + Apply | Cancel |

Clientip 315 F5 & B I3
THVER key #73, WR F5 w2 R MAIINE R, NIXHEET, RUES5 F5 B30 key.
Ay submit+apply #2525, 2 HBNEIF] network configuration F- 7L, 7E AAA servers
R —A AAA server & X:

AAA Server Setup For
tacacs-server

Apd Server IP Address |192.168.1.EDD

Key I

¥ Log Update/watchdog Packets from this remote AsA Server

AAb Server Type |TM:£\C5+ j
Traffic Type |ir‘|b|:|ur‘|df|:|uth|:|und j
Submit | Submit + Apply | Delete | Delete + Apply | Cancel |

— M EERE KEY 5, WmAIE NS, SNBES A FS bm—EikE .
A7 submit+apply #2732

5k, 1 network configuration H[] default proxy distribution tables #, I FTHE AAA
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SERVER #Bi&#£ 3 forwart to —4=H?

Proxy Distribution Table ?
Ghan?cter AbA Servers Strip |Account
5tring
doc-clone, tacacs-server,dc-win2003, radius-
{Default) S Mo Local

Edit Default Proxy Distribution Entry

PA Servers Farward To

tacacs-sener
d i n2003

radius-senrer

_;,l EL=

il Lrawn |
|L|:u::al j

Send Accounting Information

Subimit Submit + Restart | Cancel |

5. wWEHEHAPAREM
A £ Group setup, AFREIEEE—ANE R,

Group Setup

Group |1: fE-tacacs-group (1 user) j
Users in Group | Edit Settings | Fenarme Group |

EEREMH 1 A7 OgIREE S IR SE 4083 NUa B E, hal
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T
Group Setup

LV Rl ccess Restrictions hd

o

Group Settings : f5-tacacs-group

Access Restrictions

Group Disabled ﬂ

[T Members of this group will be denied access to the network,

Dynamic User Caching ﬂ

[T Disable caching of dynamically mapped users.

Default Time-of-Day Access Settings ﬂ

o000 06300 12:00 18:00 Z24:00

Mon

Tue
Wed
Thu
Fri
Sat

Sun

| I
|- Set as default Access Times  Set All Clear All

B2 1A 7 U ) tacas setting #4):
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Group Setup

A Gl Access Restrictions -

4

TACACS+ Settings 4
¥  PPPIP
[T In access contral list |
[T Out access control list |
[T Route |
[T Routing " Enabled

¥ Ccustom attributes

f5-tacacs-group=test ;I

0000 06G;00 12:00 1g:00 24:00

Mon

Tue
Wed
Thu
Fri
Sat

Sun

B I
I_ Owerride Default Set All Clear All

Mote: PPP LCP will be automatically enabled if this service is enabled

T Shell (exec)

[T  aAccess control list |

[T Auto command I

{11
ERIZ EEWE, R custom attributes #/M LIRSS AT R E X, X BT LN T
ik F5 & IULES— ™ remoterole ).
HABFB o REFER A, $73E group W E .

6. INA 7
B M user setup » FIA—/ N4, 5 add/edit:
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User Setup

User: mycisco

[T taccount Disabled

Supplementary User Info E

Real Mame |

Description |

User Setup ﬂ

Password Authentication:

|Ci5|::|:|SE|:ure Database j

CiscoSecure PAP (Also used for CHAP/MS-CHARP/ARAP, if the
Separate field is not checked.)

Password I--------------
Confirm I
T
Password

" Separate (CHAP/MS-CHAP/ARAP)

Password I--------------
Confirm I
Tl
Password

When a token server is used for authentication, supplying a
separate CHAP password for a token card user allows CHAP
authentication. This is especially useful when token caching is
enabled.

Group to which the user is assigned:

ERAE A% account disabled, W ATA HAGAL G BARE RIS, A3 —FERIAT, IR
EROPRFESAE, PEACHLE

Z Ik, ACS HRLE e, iR,

INGE .

1. F5 JEH 7 AMESIE, A%, WE TRERIMEHE S role & sh BUR  (resource
administrator/bigpiple shell), ¥ 15 & 4141 remoterole

2. ACS WEANINE, ME T —14%N mycsco WA, FRE T —MEE B
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=, AR
1. 2= MEH mycisco k5% 5% ssh ll web
% 192.168.1.4 (1) - SecureCRT
AR wEE) EENV) EmO) a1 BEFEE) 18D EEiH)

HIRUA 2B EdHY 22

(1192 168.1.4| | 192.168.1.4 (1) |

Lazt login: Sat Jun & 04:41:33 2010 from 192, 168, 1. 100
bp>

Ssh XA 2] FIRHCR, RF A EOK, HAEA b shell
@l BIG-IP® - v10-Litm.com (192.168.1.4) - S5 (Maxthon) 2.5.13

@ Q LI - \D =) @ @ @ i \&' https://192.168.1.4/xui/
s |ij;‘, BIG-IP® - v10-Lltm.com (.. % |dr

Ho=stname 10- : yater | 2010 User mycisco

P Address: 19 3.1.4 ime: 522 AM (PDT) Role: Resource Administrator

s § unit: Active

Overview s \Welcome

G+

E_E% Overview

Walramao

WEB &3%, fiis~ role N resource administrator , & %K,

PICE I H &R

Jun  505:20:50 local/v10-1 warning sshd[10476]: _tac_crypt: using no TACACS+ encryption

Jun 505:20:51 local/v10-1 warning sshd[10476]: _tac_crypt: using no TACACS+ encryption

Jun 505:20:51 local/v10-1 warning sshd[10476]: _tac_crypt: using no TACACS+ encryption

Jun 505:20:51 local/v10-1 warning sshd[10476]: _tac_crypt: using no TACACS+ encryption

Jun 5 05:20:51 local/v10-1 info sshd(pam_audit)[10474]: user=mycisco(mycisco) partition=[All]
level=Resource Administrator tty=ssh host=192.168.1.100 attempts=1 start="Sat Jun 5 05:20:51
2010".

Jun 5 05:20:51 local/v10-1 info sshd(pam_audit)[10474]: 01070417:6: AUDIT - user mycisco -
RAW: sshd(pam_audit): user=mycisco(mycisco) partition=[All] level=Resource Administrator
tty=ssh host=192.168.1.100 attempts=1 start="Sat Jun 5 05:20:51 2010".

Jun 505:22:41 local/v10-1 warning httpd[6205]: _tac_crypt: using no TACACS+ encryption

Jun 505:22:41 local/v10-1 warning httpd[6205]: _tac_crypt: using no TACACS+ encryption

Jun 505:22:41 local/v10-1 warning httpd[6205]: _tac_crypt: using no TACACS+ encryption

Jun 505:22:41 local/v10-1 warning httpd[6205]: _tac_crypt: using no TACACS+ encryption

Jun 5 05:22:41 local/v10-1 notice httpd[6205]: 01070417:0: AUDIT - user mycisco - RAW:
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httpd(mod_auth_pam): user=mycisco(mycisco) partition=[All] level=Resource Administrator
tty=/usr/bin/bpsh host=192.168.1.100 attempts=1 start="Sat Jun 5 05:22:41 2010".

IEER:

FTransmiss1on COntrol Protocol, =rc FoOrt: ouod9 (ooodg), Dst FOrk: tacacs (49), -eq
H [Reassembled TCP Segments (58 bytes): #825¢120, #827(46]]
[F TAZACS+
Major wversion: TACACS+
Minor wersion: 0O
Type: authorization (22
Sequence number: 1
= Flags: 0x01 {Unencrypted payload, Multiple Connections)
.1 = Unencrypted: set
vone W00 = single Connection: Not set
Session ID: 13659547352
Packet Tength: 46
B Reqguast
Auth method: TACACSPLUS
Privilege Lewvel: O
Authentication type: PAP
Service: PPP
User len: 7
User: mycisco
Port len: 7
Port: unknown
Remaddr Ten: 0
Arg count: 2
Arg[0] Tength: 11
Arg[0] walue: service=ppp
Arg[l] Tength: 11
Arg[l] walue: protocol=ip



http://www.myf5.net/�
http://www.adntech.org/�

www.myf5.net www.adntech.org lin jing

Frame 828 (105 bytes on wire, 105 bytes captured)
Ethernet II, sSrc: wvmware_41:4c:78 (00:0cC:29:41:4c:780, Dst: vmware_c7:86:17 (00:0¢
Internet Protocol, Sre: 192.168.1.200 (192.168.1.2000, Dst: 192.168.1.4 (1%2.168.1
Transmission Control Protocol, Sre Port: tacacs (490, Dst Port: 60549 (6054970, Sec
TAZACZS+
Major wersion: TACACS+
Minor wersion: 0
Type: Authorization (27
sequence number: 2
E Flags: 0x01 (Unencrypted payload, Multiple Connections)
.1 Unencrypted: Set
ev.. 0.0 = 5ingle Connection: MoL set
Session ID: 15655954732
Packet Tength: 27
E Reply
AUth status: 0x1 (PASS_ADD)
server Msg length: O
pata Tlength: ©
Arg count: 1
arglo] length: 20
arg[o] walue: fi-tacacs-group=test

ODHHEHBHA

2. %N remoterole Bt B K override 2R K] role, FEATAAT HEIANLI T 4
[root@v10-1:Active] log # b remoterole role info myrole {attribute "f5-tacacs-group=test" console
"tmsh" line order 1 role administrator user partition all}
Myrole, & X 1] role 44
F5-tacacs-group=test iX &7E TACACS Hi% B [ H & X attribute
Console #7rf87E shell 2 BZE
Line order FRHFFIEC EAERCE SCHFRIIUT . F5 IRFA AL, 2 3058 —ANUCHC I A )
Uer partition 85 FH J & Bl ik
AN E TS, LA bremoterole list &IKN:
[root@v10-1:Active] log # b remoterole list
remoterole {
role info myrole {
attribute "f5-tacacs-group=test"
console "tmsh"
line order 1
role "administrator"

user partition "all"

iy A 4514
bigpipe remoterole role info <user group> attribute (<string> | none) console \
(enable | disable) line order <number> role <user role> user partition \

(<string>| none)
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3. M RIRECEREAR, TREH mycisco Tk B S, WIHAEAL, LR R L 5y
BUBR 2 tmsh [IALRR
B 192.168.1.4 (1) - SecureCRT

XH4F SEE FEV) ERO) 80 e I8L) ZEH)
HERUR R BES | EgHEY 2|

(1192, 166.1.4| | 192.168.1.4 (1) |

Lazt login: Sat Jun & 06:20:61 2010 from 192,168, 1.100
mycizcobrli-1 (Active) (tmos)#

JEI !

BIG-IP® - v10-1.ltm.com (102.168.1.4) - Eia(Maxthon) 2.5.13

7 e l]-G @@ & 7 (8 hps/19216814/mif

7 |i® BIG-IP® - v10-Lltm.com (.. * |F

Rate: Jun 5, 2010 User: mycisc

Time: 558 AM (POT) Administrator

2 MEHC B TE B AT o S FR AR FH IRV S50 FH I 8 TR, 75 DU N 0 R 0 i B SO A%

B 1:
IS T s e

389 5210.368842 192.168.1.4 102.1688.1.200 TCR 38167 > tacacs [ACK] Seg=1l Ack=l Win=5888 Len=0 TSW=4G1E786 TSER=0

600 5210.369297 192.168.1.4 192.188.1.200 TCP [TCP segment of a reassembled PDU]

85 192 1.200 192, -4 TCR tacacs > 36167 [ACK] Seq=l Ack=13 Win=17508 Len=0 T5V=75203 TSER=40L1E736
602 52 10 152 1.4 192, L 200 ACACS+ Q@ Aauthorization
603 5210.588816 192.168.1.200 102.188.1.4 TACACS+ R: Authorization

604 5210.590047 192.168.1.4 102.168.1.200 TCR 368167 > tacacs [ACK] Seq=50 Ack=10 Win=53B888 Len=0 TSV=4918027 TSER=76203
B06 5210.590214 192.168.1.200 192.165.1.4 TCR Tacacs » 36167 [ACK] Seq=19 Ack=60 win=17462 Len=0 TSw=76203 TSER=4018927
608 5210.590581 1592.168.1.4 152.168.1.200 TCR 36167 > tacacs [ACK] Seq=60 Ack=20 win=3888 Len=0 TSv=4918928 TSER=76203

Frame 602 (112 bytes on wire, 112 hytes captured)

Ethernet II, src: wvmware_c7:86:17 (00:0C:2G:c7:86:17), Dst: Vimware_41:4c:78 (00:0c:29:41:4c:78)
Internet Protocol, Src: 192.168.1.4 (192.168.1.4), Dst: 192.168.1.200 (192.168.1.200)

Transmission Control Protocol, Sre Port: 36167 (36167), DSt Port: tacacs (49), seq: 13, Ack: 1, Len: 46
[reassembled TCP segments (58 bytes): #600(12), #602(46)]

Type: tion (20
sequence number: 1
o Flags: 0x00 (Encrypted payload, Multiple cConnections)
....... 0 = Unencrypted: Mot set

B 2:

W RAHEL B A — M HE P 42 3485 — 1 role HAZH ' 4 X REAr remoterole %, #E
ALY

TR &5 5B R A B & AR

B 3:
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R TACACS+HR I —ANH P AHBC A £/ H € X attribute, 17 HIX S attribute 7E F5 HAH &
S, AR an el DL HD ?
MREE R, ACS R REHE—ATHA & LEH, HAhz XHTRL.
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